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Preface

Preface
This guide documents RuggedCom's RuggedDirector™ serial redirection software utility which, in

conjunction with RuggedCom RuggedServer™ networking products, extends the reach of traditional
serial communications across IP networks.

Who Should Use RuggedDirector
This software is intended to be used by technical support personnel who are familiar with the
operation of data networks and with the configuration and deployment of ROS®-based products in

particular. Others who might find RuggedDirector useful are network and system planners and system
programmers.

Document Conventions

This publication uses the following conventions:

Note

Means, "Reader take note". Notes contain helpful suggestions or references to materials not
contained in this guide.

This document uses UTF-8 (Unicode) character encoding, and is available in both PDF and HTML
formats.

More Information / Feedback

If you have questions or concerns about the contents of this guide or about the operation of
RuggedDirector, please contact RuggedCom at support @ uggedcom com

Other documents of interest regarding RuggedCom equipment relevant to RuggedDirector are
available at http://www.ruggedcom.com including:

* Rugged Operating System® (ROS®) User Guide
* RuggedSwitch® Installation Guide

Please check http://www.ruggedcom.com periodically for updates to RuggedDirector.

RuggedNMS™

RuggedNMS™ is a fully-featured enterprise grade network management software platform designed
specifically for the rugged communications industry. RuggedNMS provides a comprehensive platform
for monitoring, configuring, and maintaining mission-critical IP-based communications networks, such
as those found in substation automation and “Smart Grids” for electric utilities, intelligent transportation
systems, and advanced control and automation for industrial processes.

For more information on RuggedNMS™ please visit http://www.ruggednms.com.

RuggedDirector™ 6 Version 1.0
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1. Introduction to RuggedDirector™

1. Introduction to RuggedDirector™

1.1. Purpose

RuggedDirector™ is a software utility that creates virtual COM port-style serial device interfaces on
computer systems running 32-bit Microsoft Windows XP or Microsoft Windows 7 operating systems.
Each virtual serial port is connected across an IP network to a corresponding serial interface on a
RuggedServer™ device.

Application software that ordinarily connects to a given device via local serial port hardware can thus
be made to connect, transparently, to the same device via a remote ROS®-based RuggedServer
serial server, located anywhere within reach of an IP network.

1.2. Features

» Transparent COM-port virtualization and redirection via IP.

» No application level support is hecessary. RuggedDirector™ provides an application interface
identical to that of hardware COM-ports.

» Compact, detailed main window displays a complete summary of all configured connections.
* Supports up to 128 simultaneous connections.
» Detailed port status, logging and tracing.

 Built-in knowledge of all models of RuggedCom RuggedServer™ assists in the configuration
of multiple connections.

» Convenient telnet connection to serial server management interface.
» Background mode operation in System Tray.
» Access throughout the program to context-sensitive help.

1.3. Use Cases

Some common uses of RuggedDirector are:

* Remote Monitoring / Control: Serial devices may be controlled or monitored from computer
systems at remote sites.

» Consolidation / Centralization: Multiple software applications running on a single central
computer system can access serial devices at various remote sites across an IP network.

1.4. RuggedDirector™ Requirements

This section sets out the hardware, software, and networking environment required in order to correctly
install and operate RuggedCom's RuggedDirector™ serial redirector application.

1.4.1. Installation / Operating Environment

The installation program contains the RuggedDirector application, integrated online help, PDF
documentation, and all supporting software libraries required by the application. An Internet
connection is not required to install and run RuggedDirector.

RuggedDirector™ 7 Version 1.0



1. Introduction to RuggedDirector™

» RuggedDirector must be installed and run with administrative privileges on a computer running
32-bit Microsoft Windows XP or Microsoft Windows 7.

» The computer system must have a network card installed and configured to use TCP/IP and
have a valid IPv4 address.

» Microsoft Internet Explorer is required to make use of the integrated help system.

1.4.2. Enabling Telnet In Windows 7

Microsoft Windows 7 disables telnet by default. The following steps enable telnet in Windows 7 in
order to be able to take advantage of RuggedDirector's telnet connection feature:

Open the Control Panel.

Click on Programs and Features.

In Programs and Features, click on Turn Windows features on or off.
In the list of Windows features, check the box beside: "Telnet Client".
Click OK.

a s bRk

1.4.3. Privilege Level In Windows 7

Microsoft Windows 7 does not execute programs at the administrative privilege level by default. It is
necessary to explicitly give administrative access to RuggedDirector for it to operate correctly. Perform
the following steps to configure Windows 7 to run RuggedDirector with administrative privilege level:

1. Right-click on the RuggedDirector program icon (either the program icon itself, or a shortcut).
Click on properties.

3. Under the compatibility tab, in the Privilege Levelsection, check the "Run this program as
administrator" option.

4. Click OK to complete the configuration.

1.4.4. Microsoft Windows Firewall

Depending on the settings of the network firewall built in to Microsoft Windows operating systems, a
warning like the following one might be displayed when RuggedDirector attempts to make a network
connection to a RuggedServer:

RuggedDirector™ 8 Version 1.0



1. Introduction to RuggedDirector™

" Windows Security Alert d

To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

Q M arne: RuggedDirector

Publizher: RuggedCom

F.eep Blocking ][ Unblock ] [ Aszk Me Later

“windows Firewall has blocked this program from accepting connections from the
Internet or a network. If pou recognize the program or trust the publizher, vou can
unblock, it. When should | unblock 5 program’?

Figure 1.1. Windows Firewall Warning

If this warning is displayed, it is recommended to select Unblock in order that RuggedDirector may
operate correctly.

RuggedDirector™ 9 Version 1.0



2. User Interface

2. User Interface

The RuggedDirector™ user interface centers on a main window, which displays all configured virtual
serial port connections along with basic status and statistical information, along with commonly
needed controls.

2.1. Main Window

The RuggedDirector™ main window is displayed after initialization:

' RuggedDirector Version 1.0 E]@

File Wiew Device Help

& RUGGED

Server Mame Virtual Port Server IP: Port Connection Status | Rx Chars Tx Chars R Packets Tx Packets ; N
LE R5910 #1 ComM5 172.30.85.2:50001 TCP:Connected o] 1] a o] +
. R5910 #1 COMe 172.30.85.2:50012 TCP:Error 8] 0 a 8] p—
D R5910 %2 coM7 172.30.85.1:1111 UDP:Started o] 1] a o] fr—
D R5910 =2 COM3 172.30.85.1:1112 UDP:Stopped [u] 1] o [u] -

4 virtual serial ports in the List

Figure 2.1. Main Window
The RuggedDirector main window consists of four main components:

» A series of columns summarizing key information.

» A column of navigational buttons on the right side of the window.

* A menu bar across the top of the window with a series of drop-down menus.

» A status bar along the bottom of the window, which displays context-sensitive program status.

These components are described in detail in the following sections.

2.1.1. Connection Table

The main window display lists all the remote serial connections configured in RuggedDirector. The
connection list may be customized in the following ways:

» Sorting: The entire display may be sorted on the basis of any one of the columns (including
the Server IP:Port column). Clicking on a column title will sort the whole list in increasing order
of the items in that column. Clicking again will sort in decreasing order.

» Resizing: Each column may be resized by clicking and dragging the rightmost edge of a column
title.

RuggedDirector™ 10 Version 1.0



2. User Interface

2.1.2. Main Window Display Columns

Server Name Virtual Port Server IP: Port Connection Status | Rx Chars Tx Chars Rx Packets Tx Packets
I_E R5910 #1 COM5 172.30.85.2:50001 TCP:Connected a a a a
. R5910 #1 COMB 172.30.85,2:50012 TCP:Error a a a a
D R5910 #2 CoM7 172.30.85.1:1111 UDP:Started a a a a
D R5910 #2 COM3 172.30.85.1:1112 UDP:Stopped a a a a

Figure 2.2. Main Window Display Columns

RuggedDirector's main window displays configuration, status, and connection statistics for each serial
redirector configuration entry. The columns displayed are:

Status Indicator

Server Name

Virtual Port
Server IP: Port

Connection Status

Rx Chars
Tx chars
Rx Packets
Tx Packets

The color of the indicator in the leftmost column represents the status of
the corresponding connection, and changes in real time in response to
changes in status. For more information on this feature, see the section
on Color-coded Indicators.

The serial server name, to identify a particular connection. The name
may be entered manually or generated automatically.

Virtual serial port number (e.g. COM5, COMBS, etc.).

The IP address and port number of the serial server to which the
corresponding virtual serial port is redirected (e.g. 192.168.0.1:5555).

The connection status represents the network connection between
RuggedDirector and the corresponding serial server.

The number of bytes received via the virtual serial port.

The number of bytes transmitted via the virtual serial port.
The number of packets received via the virtual serial port.
The number of packets transmitted via the virtual serial port.

2.1.2.1. Color-coded Indicators

An icon in the leftmost column of each entry displays the status of RuggedDirector's connection to
the corresponding serial server:

» [ Green indicates that the connection is established and is ready to use.

* B Red indicates that an error has occurred on this connection.

* [J Gray indicates that the connection is stopped or has not yet been started.

If the indicator is red, the status bar at the bottom of the window will display a brief explanation when

the list item is clicked on.

The interpretation of the status indication varies slightly for TCP versus UDP connections.

TCP Connection Status Summary

Connected The corresponding virtual serial port connection has been started, RuggedDirector
has successfully established a network connection with the RuggedServer and is
ready to pass data on the virtual serial port.

RuggedDirector™
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2. User Interface

Error An attempt to start the corresponding virtual serial port connection has been made,
but RuggedDirector cannot connect to the specified serial server.
Stopped The corresponding virtual serial port connection has been stopped by the user.

UDP Connection Status Summary

Since UDP is not a connection-oriented protocol, the status of UDP-based virtual serial port
connections must be reported differently.

Started The corresponding virtual serial port connection has been started, and
RuggedDirector is able to reach the serial server via the network.

Error The corresponding virtual serial port connection has been started, and
RuggedDirector is not able to reach the serial server via the network.

Stopped The corresponding virtual serial port connection has been stopped by the user.

2.1.2.2. Operations on Table Entries

Several operations and shortcuts are supported when clicking on individual list entries in the main
window:

» Clicking or Double-clicking on an entry selects the entry.

» Right-clicking on an entry brings up the Right Mouse menu (note that all actions in the menu will
apply to all currently highlighted entries rather than to only the entry that is being right-clicked).

» Shift-clicking on an entry selects a range of information between a previously clicked entry
and the one currently being shift-clicked.

» Ctrl-clicking on an entry toggles the selection state of the corresponding item. This allows the
detailed selection of a group, or of a discontinuous range.

Right Mouse Menu

The Right Mouse Menu, illustrated below, is accessed by right-clicking anywhere in the main window.
Actions in this menu will apply to highlighted entries rather than only the entry that is being right-
clicked.

Add
Remowve

Start
Stop

Detail
Configure
Telnet

Figure 2.3. Right Mouse Menu

Add Add a virtual serial port configuration to the list via the Add Virtual Port dialog. For
more information on this feature, see Section 2.2.1, “Add A Virtual Serial Port”.

RuggedDirector™ 12 Version 1.0



2. User Interface

Remove Remove the selected virtual serial ports from the list.

Start Enable bidirectional communication on the selected virtual serial port connection(s).

Stop Disable bidirectional communication on the selected virtual serial port
connection(s).

Detail Display the Connection Monitor dialog for the selected device. For more information

please see Section 2.2.3, “Connection Monitor”.

Configure  Display the configuration editor for the selected COM port. For more information
see Section 2.2.2, “Configure A Serial Device”.

Telnet Open a telnet session to the corresponding serial server's management interface.

2.1.3. Main Window Buttons

Five buttons are located in a column to the right of the main display window. These provide rapid
and convenient access to the most commonly required functions of RuggedDirector. The buttons are
described below.

Add virtual serial ports - see Add, above.

= Remove virtual serial ports from a list - see Remove, above.
Show COM port details - see Detail, above.

Show the configuration editor - see Configure, above.

Open a telnet session - see Telnet, above.

2.1.4. Main Window Menu Bar

D RuggedDirector Version 1.0

|Fi|E View Device Help

Figure 2.4. Main Menu Bar

The following sections describe the commands that are accessible from the main menu bar (pictured
above) at the top of the main window.

File Menu

File View Device Help

Save session
Load Session
Exit

Figure 2.5. File Menu

Save session Save the current configuration to a specified file.
Load session Load a configuration from a specified file.
Exit Terminate RuggedDirector.

RuggedDirector™ 13 Version 1.0



2. User Interface

View Menu

File | View

Device Help

Detail
Telnet

Figure 2.6. View Menu

Detail

Telnet

Device Menu

File Wiew

Display the Connection Monitor dialog for the selected virtual serial port. For more
information, please see Section 2.2.3, “Connection Monitor”.

Open a telnet session to the selected serial server's management interface.

Device Help

Add
Remowve

Start
Stop

Configure

Figure 2.7. Device Menu

Add

Remove
Start
Stop

Add virtual serial ports to the list (bring up an Add Virtual Port dialog). For more
information on this feature, see Section 2.2.1, “Add A Virtual Serial Port”.

Remove the selected virtual serial ports from the list.
Enable bidirectional communication on the selected virtual serial port connection(s).

Disable bidirectional communication on the selected virtual serial port
connection(s).

Configure  Show the configuration editor for the selected COM port. For more information on

Help Menu

File View

this feature, see the section on the Section 2.2.2, “Configure A Serial Device”.

Device Help
Liser guide
About RuggedDirector

RuggedCOM website
FuggedMMS website

Figure 2.8. Help Menu

User guide Open the user guide for RuggedDirector.

RuggedDirector™ 14 Version 1.0



2. User Interface

About RuggedDirector Shows the version number and support information.
RuggedCom website Open the RuggedCom web site home page.
RuggedNMS website Open the RuggedNMS web site home page.

2.2. Dialogs

The following sections describe in detail the three special-function dialog windows referred to from
various places in the main interface window.

2.2.1. Add A Virtual Serial Port

This dialog is used to create a configuration set by specifying information for a remote RuggedServer,
which may serve several serial port connections at once.

Add Virtual Port
Help
Serial Server Infomation

Server Model Mumber of paorts
R5910 LT 2

IP Address:Port .
172.30.85.1 : | 50001

Server Mame
R5910 2

i 't Method
ransport Metho p—T—

{JTcP (B UDP £o00

Virtual Serial Port
COMB w | -

Add ] [ Cancel

Figure 2.9. Add Virtual Serial Port Dialog

Server Model The model of RuggedServer to connect to.

Number of ports The number of ports to configure. This parameter is filled in
automatically by RuggedDirector based on the RuggedServer
model, but may be overridden.

IP Address:Port The IP address and starting port number of the serial server. Note

that the ending port number is generated based on the starting port
and the total number to configure.

Server Name A name that identifies a particular configuration. The name is
generated automatically but may be overridden.
Transport Method The IP protocol to use for connections in this configuration. Briefly,

TCP guarantees delivery at the potential cost of increased latency,
and UDP does not guarantee delivery, but can offer lower latency.

RuggedDirector™ 15 Version 1.0



2. User Interface

Local Port (UDP only)

Virtual Serial Port

The starting UDP port number of local (to RuggedDirector's
system) connections to the serial server. Note that the ending
port number is generated based on the starting port and the total
number to configure. Note also that for TCP connections, this
parameter is neither displayed nor needed.

The virtual system COM ports to create for this configuration.
Note that the starting port is specified, and the remainder are
automatically created incrementally, skipping any ports that may
already have been allocated.

Add Add the virtual serial port configuration to RuggedDirector.
Cancel Cancel the operation.
Help Display user guide information about the dialog.

Note

The number of ports that may be configured at a time is between one and the maximum serial port
supported by the selected model of RuggedServer. The default IP port will be filled in after the
server model is chosen. A unique name will be generated each time based on the server model
and any existing configuration.

2.2.2. Configure A Serial Device

This dialog is used to modify the settings of an existing single configured connection.

Device Configuration

Serial Server Infomation
IP Address:Port

b

172.30.85.1| 50001
Server Mame
R5810 %2
Transport Method e
@UDP | 5000
Virtual Serial Port
COMS& '

Cancel

Help

Figure 2.10. Configure Device Dialog

IP Address:Port

Server Name

The IP address of the serial server and port number of the virtual
serial port connection.

A name that identifies the connection.

RuggedDirector™

16 Version 1.0



2. User Interface

Transport Method The IP protocol to use for connections in this configuration. Briefly,
TCP guarantees delivery at the potential cost of increased latency,
and UDP does not guarantee delivery, but can offer lower latency.
Note that the transport method cannot be changed for an existing

connection.
Virtual Serial Port The virtual system COM ports to use for this connection.
OK Save the configuration.
Cancel Cancel the reconfiguration.
Help Display user guide information about the dialog.

2.2.3. Connection Monitor

The Connection Monitor provides a comprehensive serial data "scope" for a selected connection
which is updated in real time.

® Connection Monitor E]@
Help

General Information

Serial port: COMa Serial (bytes) IF (packets)
Server Mame: R5910 #1 RX: 4015 RX: 30
Model: RS910 TX: 83 TX: 51

IP: 172.30.85.1

Port: 1112

Transport method: UDP

Local port; 5001

Status
Ready to pass data.

Data Monitor
Data Flow:
[2/3/2010 11:33:41] >> 1bytes -, |
[2/3/2010 11:33:41] << 444 bytes - . [0;22;27;25; 24m. [Om. [2].[1; 1H.[?25h.. Rugged Operating...
[2/3/2010 11:33:43] == 1bytes - .
[2/3/2010 11:33:44] << 28 bytes -.... Enter Password:
[2/3/2010 11:353:44] == 1bytes - .
[2/3/2010 11:353:44] << 444 bytes - . [0;22;27;25; 249m. [Om. [2].[1; 1H.[?25h.. Rugged Operating...
[2/3/2010 11:33:44] == 1bytes - .
[2/3/2010 11:33:44] << 28 bytes - .... Enter Password:

Raw Data:

16 56 30 3B 32 32 3B 32 7 3B 32 35 3B 32 34 6D L[0;22;27;25;24m s
16 56 30 6D 1B 5B 32 4A 1B 5B 31 3B 31 48 1B 5B L[Om. [23.[1;1H. [
3F 32 35 68 0D OA 20 20 20 20 20 20 20 20 20 20 725h. .

20 20 20 20 20 20 20 32 7 7 67 65 64 20 4F 70 rRugged Op
6% 72 61 74 69 6E 67 20 53 79 73 74 &5 6D 20 76 erating System v
33 2 37 2E 33 20 28 53 65 70 20 31 35 20 32 30 3.7.3 (5ep 15 20
30 29 20 31 37 3IA 32 29 29 20 20 20 20 20 20 20 09 17:29) L
20 20 20 20 20 20 0D OA 20 20 20 20 20 20 20 20 ..

43 6F 70 79 72 69 67 68 74 20 28 63 29 20 52 75 Copyright (c) Ru
67 67 65 64 43 6F 6D 2C 20 32 20 20 38 20 2D 20 g?edcom, 2008 -

41 &C 6C 20 72 69 67 68 74 73 20 72 65 73 65 72 A1l rights reser
76 65 64 0D OA OD OA 20 20 20 20 20 20 20 20 53 ved.... 5
79 73 74 65 6D 20 4E 61 6D 65 3A 20 20 20 69 7O ystem Name: ip
20 31 37 32 2E 33 30 2B 38 35 2E 32 33 0D 0A 20 -172.30.85.23.. |«

Save to File ] [ Close

Figure 2.11. Connection Monitor Dialog
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2. User Interface

The buttons on the Connection Monitor dialog are:

Save to File Save monitored data into a file.
Close Close the window and suspend the monitor.
Help Display user guide information about the dialog.

General Information

Serial port

Server Name
Model

IP

Port

Transport method
Local port (UDP only)
Serial (bytes), Rx
Serial (bytes), Tx
IP (packets), Rx
IP (packets), Tx
Status

Data Monitor

Data Flow

Virtual serial port number (e.g. COM1, COM2, etc.).
The serial server name.

The model of RuggedServer connected to.

The IP address of the serial server.

The port number of the serial server connection.
TCP or UDP

The local port number of the connection.
Number of bytes of serial data received.
Number of bytes of serial data transmitted.
Number of IP frames received.

Number of IP frames transmitted.

The status of the virtual serial connection.

A time-stamped listing of data transmitted and received on the virtual serial port

connection. The time stamp is followed by either ">>" or "<<", respectively, for
transmitted or received data. This is followed by the number of bytes in the
exchange, and an ASCII string (possibly truncated so as to fit on one display line)
of the actual data. Clicking on an entry causes the complete data of the exchange
to be displayed in the Raw Data window.

Raw Data

Clicking on an entry in the Data Flow display causes the data of the entire selected

exchange to be displayed in detail. Data are displayed in hexadecimal side-by-side
with the corresponding ASCII representation.

RuggedDirector™
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3. Using RuggedDirector™

3.1. Configuring A New Virtual Serial Port Connection

In order to configure one or more virtual serial port connections between RuggedDirector and
a RuggedServer™, one must first configure the RuggedServer to provide as many RawSocket
connections as are required. Once these are configured, one may then configure RuggedDirector to
connect to the RuggedServer ports.

Please refer to the ROS® User Guide for your RuggedServer for details on how to configure
RawSocket connections. ROS User Guides for all models of RuggedServer may be found at http://
www.ruggedcom.com/support/documents/.

The following information is needed at the RuggedServer in order to configure a RawSocket
connection that may be connected to using RuggedDirector:

» RuggedServer serial port number(s)
e Connection method (TCP or UDP)

* RuggedDirector IP address
e TCP port number or:

« UDP port numbers at both RuggedServer and RuggedDirector ends

The ROS menu which is used to configure a RawSocket connection to a serial port on the
RuggedServer is shown below for reference:

+~RUGGEDCOM

L+ INDUSTRIAL STRENGTH NETWORKS™

Log out

Back

Port:

Pack Char:

Pack Timer:
Pack Size:

System Name

1
off
10ms

Maximum

Flow Control: MNone: «  XOMNAXOFF:

Transport:
Call Dir
Max Conns:
Loc Port:
Rem Port:
IP Address:
Link Stats:

TCP: '+  LUDF:

In -

54

1111

1112

172.30.85.1

Disabled: Enabled: '

Apply Reload

P77
<

Protocol access admin

Figure 3.1. RuggedServer Raw Socket Protocol Configuration
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3. Using RuggedDirector™

The following information is needed at RuggedDirector in order to configure a virtual serial port
connection to a RuggedServer:

 Starting COM port number

e Connection method (TCP or UDP)

» IP address / remote TCP port number or:

» IP address / local and remote UDP port numbers
* RuggedServer model

For detail on configuring a new connection or series of connections, please refer to Section 2.2.1,
“Add A Virtual Serial Port”.

3.2. Multiple Connections To The Same Port

It is possible to connect several RuggedDirector virtual serial ports to the same serial port on a
RuggedServer. It is important to set the MaxConns parameter for the RawSocket configuration (as
seen in the figure above) to accept as many connections as are required.

3.3. Configuring Multiple Connections At Once

RuggedDirector will create virtual COM ports for as many serial ports as are supported by the model
of RuggedServer being connected to. Any of these automatically created configuration entries may
be modified afterwards. For example, RuggedDirector will create a configuration RS400 consisting of
four serial ports. If only three connections are needed, the surplus one may be deleted.

In order for RuggedDirector's auto-configuration process to work, the following convention must be
followed for the RuggedServer's own configuration. For all RuggedServer serial ports that are to be
used with RuggedDirector:

» All of a given RuggedServer's serial ports must share the same IP address as the RuggedServer
itself.

» The connection protocol (TCP or UDP) must be common to all ports.
» The TCP or UDP port numbers of each port must be in sequence.

A typical RuggedDirector / RuggedServer configuration is illustrated below:

RuggedDirector
RuggedServer
RS400

( ) COM 5 -> serial port A

m + . — COM 6 -> serial port B

IP: 192.168.0.5 with — COM 7 -> serial port C

Starting from COM 5 serial port A at IP:1111 COM 8 -> serial port D
Connect to RS400 serial port B at IP:1112
starting at serial port C at IP:1113
192.168.0.5:1111 serial port D at IP:1114

Figure 3.2. Add Range Configuration

Only currently unassigned COM ports will be displayed in the selection drop box. The auto-
configuration process skips unavailable COM port numbers when creating a series of virtual ports. For
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3. Using RuggedDirector™

example, if the user wants to add three ports starting with COM5, but COM 7 and 8 are in use, then
RuggedDirector will create configurations for COM5, COM6, and COM9. To remove an existing virtual
port form the list, simply select the relevant line in the main window and press the remove button.

3.4. Serial Port Monitoring

RuggedDirector provides a data monitor for serial debugging purposes. The data monitor may be
used to capture all serial traffic both transmitted and received and displays it in a scope-like user
interface. Refer to Section 2.2.3, “Connection Monitor” for details.

3.5. Configuration Auto-Saving

Connections configured using RuggedDirector™ are persistent: configuration information is saved
automatically at the time RuggedDirector is terminated’, and is reloaded each time RuggedDirector
is started.

lConﬁguration is usually saved explicitly via the Save session option. See Section 2.1.4, “File Menu” for details.
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4. Theory Of Operation

This chapter describes the operation of RuggedDirector™ from a network perspective.

4.1. Principles Of Operation

RuggedDirector™ is capable of creating up to 128 virtual serial ports connected to ports on
RuggedCom RuggedServer™ devices. Applications on the same system as RuggedDirector can use
these virtual ports as though they were physical serial ports. No special configuration or modification
is necessary to existing applications.

For each virtual serial port connection, RuggedDirector monitors data transmitted via the port by
connected applications, and either encapsulates them in either UDP datagrams, or transmits them in a
TCP stream, depending on the connection method specified at configuration time. The encapsulated
data is received the RuggedServer at the other end of the TCP/IP or UDP/IP network connection,
and transmitted via its configured physical serial port. The connection is bidirectional. Serial traffic
originating at a serial device is received by the RuggedServer, transmitted via TCP or UDP to
RuggedDirector, and forwarded to the serial application.

Serial Applications Serial Devices
D
> )

Qo
. )
AN
™ /
AN
AN
> — N S/ ) P@X
T e e U o
7 Virtual Q
g i 7 3 i 3 RuggedServer
. Serial Ports '~ \Ethern?tﬂr; ugg
> // PC running i
e RuggedDirector
>

Figure 4.1. Principles Of Operation

4.2. Serial Control Signals

RuggedDirector will only support control signals locally (i.e. between RuggedDirector and connected
applications). Only serial data is forwarded across the network. The full set of signals that
RuggedDirector presents to an application connecting to one of its virtual serial ports is listed below:

Transmitted Data (TxD) Binary data sent from the PC to the serial device.
Received Data (RxD) Binary data received by the PC from the serial device.
Request To Send (RTS) The serial application asserts the RTS signal in order to signal

that it wishes to transmit data.

RuggedDirector™ 22 Version 1.0



4. Theory Of Operation

Clear To Send (CTS) When a serial device (in this case, RuggedDirector) receives
an RTS signal, it in turn asserts CTS back to the application,
indicating that data can be transmitted. RuggedDirector does
this unconditionally.

Data Terminal Ready (DTR) Asserted by the PC to indicate that it is ready to be connected.
Data Set Ready (DSR) Asserted by a serial device (in this case, RuggedDirector) to

indicate that it is powered on and is ready to receive data from
the PC.

RTS, CTS, DTR, DSR signals are only simulated locally between serial applications and
RuggedDirector. These control signals will not be transmitted in either direction over the network. The
figure below illustrates the serial signals.

Serial Applications RuggedDirector

TxD, RxD, RTS, CTS, DTR, DSR TxD, RxD
<—><—> RuggedServer

Figure 4.2. Serial Signals
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Appendix A. Sample Trace File

RuggedDirector (TM
Serial Trace

---General Infomation---
Serial port: COVb
Server Name: RS910 #1

Model : RS910
| P: 172.30.85.2
Port: 50001

Transport met hod: TCP

---Traffic Count---
Serial (bytes)

RX: 2822

X 26

| P (packets)

RX: 15

TX: 18

---Data---

[2/ 4/ 2010 9:47:20] >> 1 bytes
0D

[2/4/ 2010 9:47:21] << 432 bytes

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25; 24m
1B 5B 30 6D 1B 5B 32 4A 1B 5B 31 3B 31 48 1B 5B .[Om[2J.[1; 1H.]
3F 32 35 68 0D OA 20 20 20 20 20 20 20 20 20 20 ?25h. .

20 20 20 20 20 20 20 52 75 67 67 65 64 20 4F 70 Rugged Op

65 72 61 74 69 6E 67 20 53 79 73 74 65 6D 20 76 erating Systemyv
33 2E 37 2E 33 20 28 53 65 70 20 31 35 20 32 30 3.7.3 (Sep 15 20
30 39 20 31 37 3A 32 39 29 20 20 20 20 20 20 20 09 17:29)

20 20 20 20 20 20 OD OA 20 20 20 20 20 20 20 20 .

43 6F 70 79 72 69 67 68 74 20 28 63 29 20 52 75 Copyright (c) Ru
67 67 65 64 43 6F 6D 2C 20 32 30 30 38 20 2D 20 ggedCom 2008 -
41 6C 6C 20 72 69 67 68 74 73 20 72 65 73 65 72 Al'l rights reser

76 65 64 0D OA OD OA 20 20 20 20 20 20 20 20 53 ved. . .. S
79 73 74 65 6D 20 4E 61 6D 65 3A 20 20 20 50 41 yst em Nane: PA
53 53 30 31 0D OA 20 20 20 20 20 20 20 20 4C 6F  SSO1.. Lo
63 61 74 69 6F 6E 3A 20 20 20 20 20 20 4C 6F 63 cation: Loc
61 74 69 6F 6E OD OA 20 20 20 20 20 20 20 20 43 ation.. C
6F 6E 74 61 63 74 3A 20 20 20 20 20 20 20 43 6F ontact: Co
6E 74 61 63 74 OD OA 20 20 20 20 20 20 20 20 50 ntact .. P
72 6F 64 75 63 74 3A 20 20 20 20 20 20 20 52 53 roduct: RS
39 30 30 4C 2D 48 49 44 2D 54 58 54 58 56 31 OD  900L- HI D- TXTXV1.
OA 20 20 20 20 20 20 20 20 4D 41 43 20 41 64 64 . MVAC Add

72 65 73 73 3A 20 20 20 30 30 2D 30 41 2D 44 43 ress: 00- OA-DC
2D 30 30 2D 32 31 2D 37 33 0D OA 20 20 20 20 20 -00-21-73..

20 20 20 53 65 72 69 61 6C 20 4E 75 6D 62 65 72 Serial Number
3A 20 52 53 39 30 30 4C 2D 30 35 30 37 2D 30 30 : RS900L-0507-00
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31 39 OD OA OD OA 20 20 20 20 20 20 20 20 45 6E  19.... En
74 65 72 20 55 73 65 72 20 4E 61 6D 65 3A 20 20 ter User Nane:

[2/4/ 2010 9:47:30] >> 1 bytes
61 a

[2/4/ 2010 9:47:30] << 1 bytes
61 a

[2/ 4/ 2010 9:47:31] >> 2 bytes
64 6D dm

[2/4/ 2010 9:47:31] >> 1 bytes
69

[2/4/ 2010 9:47:31] >> 1 bytes
6E n

[2/ 4/ 2010 9:47:33] << 4 bytes
64 6D 69 6E dm n

[2/4/ 2010 9:47:34] >> 1 bytes
0D

[2/ 4/ 2010 9:47:35] << 28 bytes
0D OA OD OA 20 20 20 20 20 20 20 20 45 6E 74 65 ce Ent e
72 20 50 61 73 73 77 6F 72 64 3A 20 r Password:

[2/ 4/ 2010 9:47:35] >> 1 bytes
61 a

[2/ 4/ 2010 9:47:35] << 1 bytes
78 X

[2/ 4/ 2010 9:47:35] >> 1 bytes
64 d

[2/4/ 2010 9:47:35] >> 1 bytes
6D m

[2/ 4/ 2010 9:47:35] << 1 bytes
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78 X

[2/4/ 2010 9:47:35] << 1 bytes

78 X

[2/4/ 2010 9:47:36] >> 1 bytes

69

[2/4/ 2010 9:47:36] >> 1 bytes

6E n

[2/4/ 2010 9:47:36] << 1 bytes

78 X

[2/4/ 2010 9:47:36] << 1 bytes

78 X

[2/4/ 2010 9:47:36] >> 1 bytes

0D

[2/ 4/ 2010 9:47:37] << 1132 bytes

1B 5B 30 6D 1B 5B 31 3B 30 48 1B 5B 32 4B 1B 5B .[Om[1;0H [2K [

30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D 1B 5B  0;22; 27; 25; 24m |

31 3B 31 48 1B 5B 3F 32 35 6C 50 41 53 53 30 31 1; 1H [ ?25] PASSO1

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25;24m

1B 5B 31 3B 33 35 48 4D 61 69 6E 20 4D 65 6E 75 .[1; 35HVEI n Menu

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25;24m

1B 5B 31 3B 36 35 48 20 20 20 61 64 6D 69 6E 20 .[1,65H admn

61 63 63 65 73 73 1B 5B 3F 32 35 6C 1B 5B 30 6D access.[?25].[0m

1B 5B 32 3B 30 48 1B 5B 32 4B 1B 5B 33 3B 30 48 .[2;0H[2K. [3;0H

1B 5B 32 4B 1B 5B 34 3B 30 48 1B 5B 32 4B 1B 5B .[2K. [4;0H [2K. [

35 3B 30 48 1B 5B 32 4B 1B 5B 36 3B 30 48 1B 5B  5;0H.[2K. [ 6; OH. |

32 4B 1B 5B 37 3B 30 48 1B 5B 32 4B 1B 5B 38 3B 2K. [7; 0H.[2K. [8;

30 48 1B 5B 32 4B 1B 5B 39 3B 30 48 1B 5B 32 4B OH.[2K. [9; OH. [ 2K

1B 5B 31 30 3B 30 48 1B 5B 32 4B 1B 5B 31 31 3B .[10;0H.[2K. [11

30 48 1B 5B 32 4B 1B 5B 31 32 3B 30 48 1B 5B 32 OH.[2K. [12;0H.[2

4B 1B 5B 31 33 3B 30 48 1B 5B 32 4B 1B 5B 31 34 K [13;0H.[2K [14

3B 30 48 1B 5B 32 4B 1B 5B 31 35 3B 30 48 1B 5B  ; OH.[ 2K [15; OH. |

32 4B 1B 5B 31 36 3B 30 48 1B 5B 32 4B 1B 5B 31 2K [16;0H [2K. [1

37 3B 30 48 1B 5B 32 4B 1B 5B 31 38 3B 30 48 1B  7;0H.[ 2K [18; OH

5B 32 4B 1B 5B 31 39 3B 30 48 1B 5B 32 4B 1B 5B [2K.[19; OH. [ 2K. |

32 30 3B 30 48 1B 5B 32 4B 1B 5B 32 31 3B 30 48 20;0H.[2K [21;0H

1B 5B 32 4B 1B 5B 32 32 3B 30 48 1B 5B 32 4B 1B .[2K.[22;0H [2K

5B 32 33 3B 30 48 1B 5B 32 4B 1B 5B 32 34 3B 30 [23;0H.[2K. [24;0

48 1B 5B 32 4B 1B 5B 30 3B 32 32 3B 32 37 3B 32 H [2K. [ 0; 22; 27; 2

35 3B 32 34 6D 1B 5B 34 3B 33 30 48 41 64 6D 69  5;24m [ 4; 30HAdm

6E 69 73 74 72 61 74 69 6F 6E 1B 5B 30 3B 32 32 nistration.[0;22
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3B 32 37 3B
48 45 74 68
5B 30 3B 32
5B 36 3B 33
74 61 74 73
32 34 6D 1B
67 67 72 65
3B 32 37 3B
48 53 70 61
30 3B 32 32
39 3B 33 30
73 1B 5B 30
6D 1B 5B 31
63 75 72 69
32 35 3B 32
61 73 73 65
1B 5B 30 3B
1B 5B 31 32
74 20 46 69
32 3B 32 37
33 30 48 4D
61 62 6C 65
35 3B 32 34
77 6F 72 6B
30 3B 32 32
31 35 3B 33
73 1B 5B 30
5B 32 34 3B
32 32 3B 32
30 3B 31 3B
6C 70 1B 5B
34 6D 20 1B
6D 53 2D 53
37 3B 32 35
37 3B 32 35
5B 30 3B 32
1B 5B 30 6D
30 48 1B 5B
32 35 3B 32
35 6C 50 41
37 3B 32 35
61 69 6E 20
37 3B 35 3B
3B 35 3B 32
20 20 20 34

[2/4/2010 9:

1B 5B 41

[2/ 4/ 2010 9:

1B 5B 41

32
65
32
30
1B
5B
67
32
6E
3B
48
3B
30
74
34
73
32
3B
6C
3B
41
73
6D
20
3B
30
3B
31
37
32
30
5B
68
3B
3B
32
1B
32
34
53
3B
4D
32
34
20

47:

47:

35 3B 32 34 6D 1B 5B 35 3B 33 30 ; 27;25;24m [ 5; 30
72 6E 65 74 20 50 6F 72 74 73 1B HEt her net Ports.

3B 32 37 3B 32 35 3B 32 34 6D 1B [0; 22; 27; 25; 24m

48 45 74 68 65 72 6E 65 74 20 53 [ 6; 30HEt hernet S
5B 30 3B 32 32 3B 37 3B 32 35 3B tats.[0;22;7;25;

37 3B 33 30 48 4C 69 6E 6B 20 41 24m [ 7; 30HLi nk A
61 74 69 6F 6E 1B 5B 30 3B 32 32 ggregation.[0; 22
35 3B 32 34 6D 1B 5B 38 3B 33 30 ; 27;25;24m [ 8; 30
6E 69 6E 67 20 54 72 65 65 1B 5B HSpanni ng Tree. |

32 37 3B 32 35 3B 32 34 6D 1B 5B 0; 22; 27; 25; 24m |

56 69 72 74 75 61 6C 20 4C 41 4E 9; 30HVirtual LAN
32 32 3B 32 37 3B 32 35 3B 32 34 s.[0; 22; 27; 25; 24
3B 33 30 48 50 6F 72 74 20 53 65 m [ 10; 30HPort Se
79 1B 5B 30 3B 32 32 3B 32 37 3B curity.[0;22; 27;

6D 1B 5B 31 31 3B 33 30 48 43 6C  25;24m|[11; 30HC

20 6F 66 20 53 65 72 76 69 63 65 asses of Service
32 3B 32 37 3B 32 35 3B 32 34 6D .[0; 22; 27; 25; 24m
33 30 48 4D 75 6C 74 69 63 61 73 .[12; 30HWUI ti cas
74 65 72 69 6E 67 1B 5B 30 3B 32 t Filtering.[O;2
32 35 3B 32 34 6D 1B 5B 31 33 3B 2;27;25;24m [ 13;

43 20 41 64 64 72 65 73 73 20 54 30HVAC Address T
1B 5B 30 3B 32 32 3B 32 37 3B 32 abl es.[0; 22; 27; 2
1B 5B 31 34 3B 33 30 48 4E 65 74 5;24m [ 14; 30HNet

44 69 73 63 6F 76 65 72 79 1B 5B work Discovery. |

32 37 3B 32 35 3B 32 34 6D 1B 5B 0; 22; 27; 25; 24m |

48 44 69 61 67 6E 6F 73 74 69 63 15; 30HDI agnostic
31 3B 32 37 3B 32 35 3B 34 6D 1B  s.[0;1;27;25; 4m

48 3C 43 54 52 4C 3E 1B 5B 30 3B [ 24; 1H<CTRL>. [ 0;

3B 32 35 3B 32 34 6D 20 20 1B 5B 22;27;25;24m .|

37 3B 32 35 3B 34 6D 5A 2D 48 65 0; 1; 27; 25; 4n¥Z- He
3B 32 32 3B 32 37 3B 32 35 3B 32 I p.[0; 22; 27; 25; 2
30 3B 31 3B 32 37 3B 32 35 3B 34 4m .[0; 1; 27; 25; 4
65 6C 6C 1B 5B 30 3B 32 32 3B 32 nS- Shel | . [ 0; 22; 2
32 34 6D 20 1B 5B 30 3B 31 3B 32 7;25;24m .[0; 1; 2
34 6D 58 2D 4C 6F 67 6F 75 74 1B 7; 25; 4nX- Logout .

3B 32 37 3B 32 35 3B 32 34 6D 20 [0; 22; 27; 25; 24m

5B 30 4B 1B 5B 30 6D 1B 5B 31 3B .[Om[OK. [Om[1;

4B 1B 5B 30 3B 32 32 3B 32 37 3B OH. [ 2K. [ 0; 22; 27;

6D 1B 5B 31 3B 31 48 1B 5B 3F 32 25;24m [ 1; 1H. [ ?2
53 30 31 1B 5B 30 3B 32 32 3B 32 51 PASS01. [ 0; 22; 2
32 34 6D 1B 5B 31 3B 33 35 48 4D 7;25;24m [ 1; 35HM
65 6E 75 1B 5B 30 3B 32 32 3B 32 ain Menu.[0; 22;2
34 6D 1B 5B 30 3B 32 32 3B 32 37 7;5;24m [ 0; 22; 27
6D 1B 5B 31 3B 36 35 48 20 20 20 ;5;24m [ 1; 65H

41 4C 41 52 4D 53 21 4 ALARNS

38] >> 3 bytes
TA

38] >> 3 bytes
TA
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[2/ 4/ 2010 9:47:38] << 75 bytes

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25;24m

1B 5B 37 3B 33 30 48 4C 69 6E 6B 20 41 67 67 72 . [ 7; 30HLI nk Aggr

65 67 61 74 69 6F 6E 1B 5B 30 3B 32 32 3B 37 3B egation.[0;22;7;

32 35 3B 32 34 6D 1B 5B 36 3B 33 30 48 45 74 68  25;24m [ 6; 30HEt h

65 72 6E 65 74 20 53 74 61 74 73 ernet Stats

[2/ 4/ 2010 9:47:38] >> 3 bytes

1B 5B 41 TA

[2/ 4/ 2010 9:47:38] << 73 bytes

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25;24m

1B 5B 36 3B 33 30 48 45 74 68 65 72 6E 65 74 20 . [ 6; 30HEt her net

53 74 61 74 73 1B 5B 30 3B 32 32 3B 37 3B 32 35 Stats.[0;22;7;25

3B 32 34 6D 1B 5B 35 3B 33 30 48 45 74 68 65 72 ; 24m [ 5; 30HEt her

6E 65 74 20 50 6F 72 74 73 net Ports

[2/ 4/ 2010 9:47:38] >> 3 bytes

1B 5B 41 TA

[2/ 4/ 2010 9:47:39] << 73 bytes

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25;24m

1B 5B 35 3B 33 30 48 45 74 68 65 72 6E 65 74 20 . [ 5; 30HEt her net

50 6F 72 74 73 1B 5B 30 3B 32 32 3B 37 3B 32 35 Ports.[0;22;7;25

3B 32 34 6D 1B 5B 34 3B 33 30 48 41 64 6D 69 6E ;24m[4; 30HAdM n

69 73 74 72 61 74 69 6F 6E istration

[2/4/ 2010 9:47:39] << 71 bytes

1B 5B 30 3B 32 32 3B 32 37 3B 32 35 3B 32 34 6D .[0;22;27; 25;24m

1B 5B 34 3B 33 30 48 41 64 6D 69 6E 69 73 74 72 . [4; 30HAdM ni str

61 74 69 6F 6E 1B 5B 30 3B 32 32 3B 37 3B 32 35 ation.[0;22;7;25

3B 32 34 6D 1B 5B 31 35 3B 33 30 48 44 69 61 67 ; 24m [ 15; 30HDI ag

6E 6F 73 74 69 63 73 nostics

[2/4/ 2010 9:47:39] >> 1 bytes

0D

[2/4/ 2010 9:47:39] << 928 bytes

1B 5B 3F 32 35 6C 1B 5B 30 6D 1B 5B 32 3B 30 48 .[?251.[Om[2; 0H

1B 5B 32 4B 1B 5B 33 3B 30 48 1B 5B 32 4B 1B 5B .[2K. [3;0H [2K. |

34 3B 30 48 1B 5B 32 4B 1B 5B 35 3B 30 48 1B 5B  4;0H. [ 2K. [ 5; OH. |

32 4B 1B 5B 36 3B 30 48 1B 5B 32 4B 1B 5B 37 3B 2K. [6;0H.[2K. [7;

30 48 1B 5B 32 4B 1B 5B 38 3B 30 48 1B 5B 32 4B OH.[2K.[8; OH. [ 2K

1B 5B 39 3B 30 48 1B 5B 32 4B 1B 5B 31 30 3B 30 .[9;0H [2K. [10;0

48 1B 5B 32 4B 1B 5B 31 31 3B 30 48 1B 5B 32 4B H.[2K [11;0H. [ 2K

1B 5B 31 32 3B 30 48 1B 5B 32 4B 1B 5B 31 33 3B .[12;0H.[2K.[13
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30 48 1B 5B 32 4B 1B 5B 31 34 3B 30 48 1B 5B 32 OH.[2K. [14;0H.[2
4B 1B 5B 31 35 3B 30 48 1B 5B 32 4B 1B 5B 31 36 K. [15;0H.[2K. [ 16
3B 30 48 1B 5B 32 4B 1B 5B 31 37 3B 30 48 1B 5B ; OH. [ 2K [ 17; OH. |
32 4B 1B 5B 31 38 3B 30 48 1B 5B 32 4B 1B 5B 31 2K.[18;0H.[2K [ 1
39 3B 30 48 1B 5B 32 4B 1B 5B 32 30 3B 30 48 1B 9; OH. [ 2K. [ 20; OH
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Appendix B. RuggedDirector™ Software License
End User License Terms and Conditions

RuggedDirector Software

THIS RUGGEDCOM RUGGEDDIRECTOR SOFTWARE END USER LICENSE TERMS AND
CONDITIONS ("LICENSE") IS A CONTRACT BETWEEN YOU (EITHER AN INDIVIDUAL
OR A SINGLE ENTITY) AND RUGGEDCOM FOR THE RUGGEDCOM RUGGEDDIRECTOR
SOFTWARE. YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE INSTALLING THIS RUGGEDCOM RUGGEDDIRECTOR SOFTWARE. THE
RUGGEDDIRECTOR SOFTWARE, ANY RELATED DOCUMENTATION, AND ANY UPDATES,
ENHANCEMENTS, OR SUPPLEMENTS THERETO THAT MAY BE PROVIDED TO YOU BY
RUGGEDCOM DURING THE TERM OF THIS LICENSE, ARE COLLECTIVELY REFERRED TO
HEREIN AS THE "RUGGEDDIRECTOR SOFTWARE". INSTALLING THIS RUGGEDDIRECTOR
SOFTWARE INDICATES YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS OF THIS
LICENSE. IF YOU DO NOT AGREE WITH THESE TERMS AND CONDITIONS, YOU SHOULD NOT
USE AND PROMPTLY RETURN THE RUGGEDDIRECTOR SOFTWARE TO RUGGEDCOM AND
YOUR MONEY REFUND.

B.1. LICENSE

B.1.1.

RuggedCom grants you the following personal, non-transferable and nonexclusive rights, provided
that you comply with the terms and conditions of this License:

B.1.1.1.

You may install and use any number of copies of the RuggedDirector Software on your devices unless
otherwise noted in this agreement.

B.1.2.

You must NOT interfere with, remove, obstruct, cover, delete, or change the copyright and other
proprietary notices of RuggedCom on any copy of all or any portion of the RuggedDirector Software,
and all such copies shall be subject to all the terms and conditions of this License.

B.1.3.

YOU MAY NOT USE, COPY OR TRANSFER THE RUGGEDDIRECTOR SOFTWARE OR ANY
COPY THEREOF, IN WHOLE OR IN PART, EXCEPT AS EXPRESSLY PROVIDED IN THIS
LICENSE. IF YOU TRANSFER POSSESSION OF ANY COPY OF THE RUGGEDDIRECTOR
SOFTWARE TO ANOTHER PARTY, YOUR LICENSE IS AUTOMATICALLY TERMINATED. YOU
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SHALL NOT DISTRIBUTE, PUBLICLY DISPLAY OR PERFORM, OR EITHER MODIFY, ALTER OR
CREATE DERIVATIVE WORKS OF THE RUGGEDDIRECTOR SOFTWARE.

B.1.4.

RuggedCom reserve all rights not expressly granted to you under this License.

B.2. TITLE AND OWNERSHIP

B.2.1.

You acknowledge and agree that all right, title and interest in the RuggedDirector Software is solely
and exclusively owned by RuggedCom, and you shall acquire no rights in the RuggedDirector
Software other than as expressly granted in this License. The RuggedDirector Software is protected
by Canadian, United States and international copyright laws and other intellectual property and
proprietary laws.

B.2.2.

You acknowledge and agree that the RuggedDirector Software constitute valuable proprietary assets
of RuggedCom, embodying substantial creative efforts and significant expenditures of time and
money. You hereby agree to observe complete confidentiality with respect to the RuggedDirector
Software, including but not limited to the following:

B.2.2.1.

You agree to only permit authorised access to the RuggedDirector Software and you shall ensure
that anyone who is permitted access to the RuggedDirector Software is made aware of and agrees
to abide by the obligations imposed on you under this License.

B.2.2.2.

You agree not to attempt to disassemble, decompile or otherwise reverse-engineer the
RuggedDirector Software.

B.2.2.3.

You agree: (a) not to make unauthorized copies of all or any portion of the RuggedDirector Software;
(b) not to sell, rent, sublicense, give or otherwise disclose, distribute or transfer to any third party any
portion of the RuggedDirector Software or copies thereof; and (c) not to install the RuggedDirector
Software on a service bureau or other remote access system whereby persons or entities other than
you can obtain the benefits of use of the RuggedDirector Software;

B.2.3.

You agree that in the event of an unauthorized reproduction, transfer or disclosure of any part of or all
of the RuggedDirector Software, RuggedCom and the RuggedCom Licensors will suffer immediate
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and irreparable harm for which, after such occurrence, neither shall have an adequate remedy at law,
and you therefore agree that injunctive or other equitable relief will be a fair and appropriate remedy
to restrain or prevent any such reproduction, transfer or disclosure, either threatened or actual.

B.2.4.

The provisions of this Section 2 shall survive any termination of this License.

B.3. LIMITED WARRANTY

B.3.1.

EXCEPT AS OTHERWISE PROVIDED IN THIS SECTION 3, THE RUGGEDDIRECTOR
SOFTWARE IS PROVIDED "AS 1S" AND RUGGEDCOM DISCLAIMS, TO THE FULL EXTENT
PERMITTED BY LAW, ALL OTHER REPRESENTATIONS, COVENANTS AND WARRANTIES,
(EXPRESS OR IMPLIED), STATUTORY, OR OTHERWISE, INCLUDING, BUT NOT LIMITED TO,
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THERE IS NO EXPRESS OR IMPLIED WARRANTY OF TITLE OR NONINFRINGEMENT
WITH REGARD TO THE RUGGEDDIRECTOR SOFTWARE. THE ENTIRE RISK AS TO THE
PERFORMANCE OF THE RUGGEDDIRECTOR SOFTWARE IS WITH YOU.

B.3.2.
RuggedCom does not warrant that the functions contained in the RuggedDirector Software will meet

your requirements or that the operation of the RuggedDirector Software will be uninterrupted or error
free.

B.3.3.

RuggedCom warrants the disk(s) or other media type on which the RuggedDirector Software is
furnished to be free from defects in materials and workmanship under normal use for a period of 1
year (356 days) from the Shipping Date as evidenced by a copy of your RuggedCom Purchase Order.

B.4. LIMITATION OF REMEDIES

B.4.1.

In the event of breach of the limited warranty in Section 3.3, RuggedCom's entire, combined and
aggregate liability and your exclusive remedy for all occurrences shall be strictly limited to:

B.4.1.1.

The replacement of any diskette or other media type not meeting RuggedCom's "Limited Warranty"
and which is returned to RuggedCom with a copy of your RuggedCom Purchase Order; or
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B.4.1.2.

If RuggedCom is unable to deliver a replacement diskette or other media type which is free of defects in
materials or workmanship, you may terminate this License by returning the RuggedDirector Software.

B.4.2.

IN NO EVENT WILL RUGGEDCOM BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY
INDIRECT, CONSEQUENTIAL, INCIDENTAL, SPECIAL, OR PUNITIVE DAMAGES (INCLUDING,
BUT NOT LIMITED TO, ANY LOST PROFITS, LOST SAVINGS, BUSINESS INTERRUPTION
OR OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE
THE RUGGEDDIRECTOR SOFTWARE EVEN IF RUGGEDCOM, HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES, RUGGEDCOM ASSUMES NOR AUTHORIZES ANY OTHER
PERSON TO ASSUME FOR RUGGEDCOM ANY LIABILITIES IN CONNECTION WITH THE SALE
OF RUGGEDCOM PRODUCTS. YOU AGREE THAT THIS EXCLUSION OF LIABILITY PROVISION
IS FAIR AND REASONABLE IN THE COMMERCIAL CIRCUMSTANCES OF THIS LICENSE.

B.5. INDEMNIFICATION
B.5.1. Indemnification in favour of yourself

B.5.1.1.

Notwithstanding Section 4.2, RuggedCom hereby agrees to indemnify, hold harmless, and defend
you, provided that you make a claim against RuggedCom for such indemnity, from all claims,
proceedings, liabilities, actions, suits, judgments and orders, based on a claim that your use
of the RuggedDirector Software (except to the extent caused by components not provided by
RuggedCom) infringes a patent, copyright or any other intellectual property right, provided that you
notify RuggedCom as soon as reasonably practical of any such claim, demand or cause of action
for which you will require such indemnification from RuggedCom. You will provide RuggedCom with
reasonable information and assistance for RuggedCom to defend such claim, demand, or cause of
action.

B.5.1.2.

Section 5.1.1 shall not apply if: 1) if you breach section 2.2.3(d); or 2) if you altered, modified, tampered
with or changed any part or component of the RuggedDirector Software.

B.5.1.3.

Should the RuggedDirector Software become, or in RuggedCom#s opinion be likely to become,
the subject of a claim of infringement of a patent, copyright or any other intellectual property right,
RuggedCom shall have the right to either: (i) procure for you, at no cost to yourself, the right to continue
to use the RuggedDirector Software; or (ii) replace or modify the RuggedDirector Software at no cost
to you to make the RuggedDirector Software non-infringing, provided that the equivalent functionality
is performed by the replacement or modified RuggedDirector Software. If neither of these options is
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available to RuggedCom on commercially reasonable terms, RuggedCom may terminate the right to
use and/or distribute the RuggedDirector Software.

B.5.2. Indemnification in favour of RuggedCom

You agree to hereby indemnify and saves harmless RuggedCom, and its directors, officers, agents,
stakeholders, and employees from all and against any and all claims, demand, litigation, harm, injury,
losses, liabilities, judgments, damages and costs (including taxes) and all related expenses, including
reasonable legal fees and disbursements and costs of investigation, litigation and settlement, together
with interest and penalties ("Claim"), suffered by RuggedCom, as a result of, or arising out of or in
connection with, the following:

1. your use of or inability to use the RuggedDirector Software;

2. your breach of or failure to, arising in negligence or otherwise, in whole or in part, perform any
of the obligations, representations, warranties or covenants under this License;

3. your violation of any applicable laws and regulations;

4. any death or personal injury by reason of any act or omission, whether negligent or otherwise,
to the extent caused by you in connection with this License; and

5. your malicious, fraudulent (including fraudulent misrepresentation) or criminal conduct
(whether by act or omission).

If a Claim is made or threatened against RuggedCom in respect of a Claim for which you owe an
indemnity obligation pursuant to this Section 5.2, and if RuggedCom intends to seek indemnity with
respect thereto, RuggedCom shall notify you of such Claim and it shall be your duty to vigorously
defend such claim or action without cost or expense to RuggedCom or its directors, officers, agents,
stakeholders, or employees.

B.6. TERMINATION

The rights granted under this License are effective until terminated. You may terminate this License
at any time by destroying all copies of the RuggedDirector Software in your possession, and
providing written notice of such termination and destruction to RuggedCom. This License will terminate
automatically without notice if you violate any of the terms and conditions of this License. You
agree upon such termination to promptly destroy all copies of the RuggedDirector Software in your
possession and to certify in writing to RuggedCom that such action has been taken.

B.7. GOVERNING LAW

In the event an action is commenced to enforce a party's right under this License, the prevailing party in
such action shall be entitled to recover its costs and reasonable lawyer fees. You agree that the closest
and most convenient connection for this License, and the transactions contemplated thereby, is with
the Province of Ontario, Canada and you agree that this License will be governed by and construed in
accordance with the sole and exclusive laws of the province of Ontario and the federal laws of Canada
applicable therein, without giving effect to the principles of conflicts of law, and excluding the body
of law applicable to choice of law and excluding the United Nations Convention on Contracts for the
International Sale of Goods, if applicable. You irrevocably submit to the non-exclusive jurisdiction of
the courts of Ontario for the purpose of any suit, action or other proceeding arising out of this License
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or the subject matter hereof. If RuggedCom is obligated to go to court, to enforce any of its rights
against you, or to collect any fees from you, you agree to reimburse RuggedCom for its legal fees,
costs and disbursements if RuggedCom is successful.

B.8. ASSIGNMENT

None of your rights, duties or obligations under this License may be sold, sublicensed, assigned or
otherwise transferred, except as expressly provided in this License, without the prior written consent
of RuggedCom, and any attempt to do so without RuggedCom's consent is void.

B.9. RESTRICTED RIGHTS

The RuggedDirector Software and related documentation are provided with RESTRICTED RIGHTS.
Use, duplication, or disclosure by the United States Government or any instrumentality thereof,
is subject to restrictions as set forth in subparagraph (c)(1)(ii) of The Rights in Technical Data
and Computer Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the
Commercial Computer Software -- Restricted Rights at 48 CFR 52.227-19, as applicable.

B.10. ACKNOWLEDGEMENT

YOU ACKNOWLEDGE THAT: (a) YOU HAVE READ THIS ENTIRE LICENSE AND AGREE
TO BE BOUND BY ITS TERMS AND CONDITIONS; (b) THIS LICENSE IS THE COMPLETE
AND EXCLUSIVE STATEMENT OF THE UNDERSTANDING AND CONTRACT BETWEEN
YOU AND RUGGEDCOM AND SUPERSEDES ANY AND ALL PRIOR ORAL OR WRITTEN
COMMUNICATIONS RELATING TO THE SUBJECT MATTER HEREOF; AND (c) THIS LICENSE
MAY NOT BE MODIFIED, AMENDED OR IN ANY WAY ALTERED EXCEPT IN WRITING AND
SIGNED BY BOTH YOU AND RUGGEDCOM.
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